
CASE STUDY

CROWN AGENTS BANK

• Deploy from the cloud as a SaaS solution 

with no hardware required.

• Easy implementation and 

configuration.

• Ability to tune risk and threat events to 

align with risk appetite and tolerance.

• Unified correlation of risks and threats 

across attack surfaces.

• AI-driven analytics that continuously learn an 

organizations environment.

• Monitor for risks across network, firewall/IDS, 

backup systems, and cloud Azure and 

M365 applications.

• Out-of-the-box scorecard reporting for 

network and cloud risks and threats.

REQUIREMENTS

"BEING ABLE TO CALIBRATE OUR COLLECTIVE SECURITY PRODUCTS BASED ON WHAT CYGLASS 

UNCOVERS MAKES CYGLASS NOT JUST A STANDALONE PRODUCT BUT A FORCE MULTIPLIER THAT 

GENERATES GREATER VALUE FROM OUR TECHNOLOGY INVESTMENT.” 

TOM RYBINSKI 

INFORMATION SECURITY RISK MANAGER 

CYGLASS: “A ‘DETECTIVE TOOL’ THAT IMPROVES 
VISIBILITY AND ALLOWS US TO MONITOR THE 
EFFECTIVENESS OF OUR EXISTING SECURITY TOOLS”

Crown Agents Bank (CAB) moves money where it's 
needed. That's the short description of this U.K.-regulated 
bank specializing in wholesale foreign exchange and 
cross-border payments services in over 100 currencies 
and countries representing some of the fastest-growing 
economies in the world. Its customers are central and 
commercial banks, governments, fintech payment 
companies, and international development 
organizations. It is an extensive network served and 
protected by the bank's award-winning technology in 
cooperation with strategic partners. Collectively, these 
partnerships and technologies comprise an impressive 
technical innovation and digital transformation strategy, 
one that has the bank well on its way to becoming a 
global FX and digital payments powerhouse. 

THE SECURITY CHALLENGE

When Tom Rybinski joined CAB as IT & Information Security 
Risk Manager in 2020, there were numerous security 
technologies already in place. "It was great to see that 
the Bank had proactively taken steps to address many of 
the technology and cyber-related risks it faced. This was 
further enforced through ongoing investment in industry-
recognized and leading security technologies," says 
Rybinski.

“The bank’s focus had been on implementing 
preventative controls essential to managing the cyber-
threat landscape. However, as most risk professionals will 
highlight, it’s important to have the right balance 
between preventative and detective controls,” Rybinski
says.  He knew there were products that could provide 
real-time monitoring 
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and detection of data and flows on the 
network.  “These tools also provided the 
missing analytics to correlate event data. 
But traditional network detection and 
response solutions can be difficult to 
implement, complex to configure and 
calibrate, and very expensive,” says 
Rybinski. He adds, “Given the vast options 
of technologies available, it was not only 
important to ensure we invest in the right 
security products from the start, but also 
make sure that these are utilized to their full 
capability.”

Security technologies are often siloed, that 
is, designed to provide a solution to a 
specific problem. "Naturally, those siloed 
security products often lead to overlooked 
attack surfaces, lacking visibility and 
instead, driving a cacophony of noise from 
the individual products," explains Rybinski. 
"What we needed was the analytic 
capability to examine our network and the 
output of our security tools, correlate that 
data, and present the big picture of what 
was really happening,” he adds.

Rybinski also highlighted that, in his 
experience, he has seen good security 
products deployed badly and 
misconfigured, resulting in misleading 
information or too much ‘noise,’ thereby 
“preventing the important message from 
coming through.” The bank needed a tool 
that would be “easy to implement, 
configure, and calibrate in accordance 
with the banks’ risk appetite and 
tolerance.”

TURNING TO CYGLASS

After seeing a demo of CyGlass, it was 
clear its approach to NDR offered a way to 
monitor, analyze and correlate anomalous 
activity using a SaaS environment, one that 
could potentially cut the cost issue off at 
the knees. CyGlass requires no onsite 
hardware or other software, eliminating 
roughly two-thirds of the cost of traditional 
network detection and response products.

Rybinski says without analytics, logs are just 
data and noise. Using CyGlass, with its AI-
driven analytics and ability to continuously 
learn CAB's environment, would provide

improvements from the start, as well as over 
time. "We already had the ability to look at 
native logs; what was needed was 
something that could sit on top of our logs, 
surface anomalous behavior, correlate that 
behavior with our existing security tools, and 
improve our defense posture.“ 

CyGlass works by learning the bank's 
network without requiring the set-up and 
tuning of rules and policies. 

As a SaaS, CyGlass deployed right away 
and integrated almost seamlessly with 
CAB's other security products.  "I've worked 
with a lot of technology where I had to do 
a lot of rule calibration at the start. With 
CyGlass, the AI and policy controls worked 
out of the box, and with the AI being self-
learning, we have very little to manage," 
says Rybinski. 

CAB uses CyGlass to watch for risks across 
its network, firewall/IDS, backup systems, 
and cloud Azure and M365 applications. It 
can correlate threats and guide the team 
to review security events that need 
correcting. 

"Because CyGlass has a set of pre-defined 
correlation rules we could use it with all of 
our security products. We knew we would 
be using 100% of its capabilities right from 
the start," Rybinski says. He adds, "The 
reports generated by CyGlass are a core 
capability giving us and our colleagues 
confidence to know what is happening 
across the network. In this sense, CyGlass is 
a "top of the pyramid" technology that 
eliminates the need to spend time drilling 
down to the bottom of the pyramid to 
investigate what happened, why, how 
often, etc., he says. "Now we know if 
something happens, CyGlass is one of the 
first places we go.“

MORE EFFICIENCY, FLEXIBLE ARCHITECTURE

With CyGlass as the unifying technology at 
the top of the architecture, the bank can 
more fully utilize the value of its security 
toolset. 
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SECURES HYBRID CLOUD

• Visibility across network 

and cloud, identify rogue 

assets and abnormal, 

risky activities

• Monitors users on premise,

at home,VPN, AD Azure, O365

• Protects SaaS apps like 

Salesforce.com, Dropbox

STOP CYBER ATTACKS

• Detects anomalies caused by 

Ransomware, Insider Threat 

and other advanced threats

• Blocks user and network 

access automatically

• Investigate, remediate, 

and recover

OPERATIONALLY EFFICIENT

• Easy to install –
no additional hardware, 

software or people

• Use existing hardware 

infrastructure

• Customizable reports

• Monthly per/user pricing

“THE BANK NEEDED A 

TOOL THAT WOULD BE 

“EASY TO IMPLEMENT, 

CONFIGURE, AND 

CALIBRATE IN 

ACCORDANCE WITH THE 

OUR RISK APPETITE AND 

TOLERANCE.”

TOM RYBINSKI 

IS RISK MANAGER 

throw into CyGlass, because it does not 
take a lot of time and money to gain 
greater visibility and a better return from 
the tools we have prioritized," he says.

CONFIDENCE IN VISIBILITY & RISK 
MITIGATION

As a financial sector innovator operating 
in high-risk markets, CAB requires the 
best security tools for threat detection 
and remediation with interoperability 
essential to provide complete coverage 
for expanding operations. Anticipating 
an ever-expanding attack surface and 
being able to protect its customers and 
"crown jewels” is paramount. 

Rybinski says, "CyGlass helps Crown 
Agents Bank be more certain that we 
understand our risks and can protect 
against and detect cyberattacks, 
making the bank more resilient.”

"Being able to calibrate our collective 
security products based on what CyGlass 
uncovers makes CyGlass not just a 
standalone product but a force multiplier 
that generates greater value from our 
technology investment,” Rybinski says. 

Because its global network operates across 
emerging and frontier markets, CAB 
requires the flexibility to add new security 
capabilities quickly. Traditional approaches 
to network security are not suited to its 
rapidly changing environment. “The 
CyGlass' SaaS model does, enabling fast 
and seamless expansion and integration at 
low cost,” explains Rybinski. 

A SaaS model also means that CyGlass 
works with the CAB team in a business 
partnership where it can get immediate 
value and increase value as it integrates 
new technology and data sources. 

"Now we are thinking, what else can we 
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