" CyGlass

CyGlass Network Defence
Goals and Reports

SET DEFENCE GOALS, SHOW . SUCCESS REPORTS

« Defense goals activate prebuilt policies and Al driven controls
e Reports are generated automatically

e No extra overhead, no extra cost

@) Add a Network Defence Goal

Network Operations Security
IT Asset Discovery Executive Summary
loT Security Risks Ransomware Threats
M365 Monitoring and Defense

Compliance Users

CMMC AD Azure Risks
NIST-CSF

Cyber Essentials
FFIEC

Cancel

1(978) 665-0280 www.cyglass.com info@cyglass.com



Microsoft 365 Security Summary Report
Report generated on March 09, 2021

Analysis based on 14 days of retained data from February 11, 2021 to February 24, 2021

@ Network Defense Goal

Microsoft 365 Security Summary
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OBJECTIVE

45

CONTROL DESCRIPTION

High Login Failure Rate
A user has attempted and failed to log

iNtD resources on your network
mudtiple times. This could indicate an
account takeower attempt.

Simultaneous Login

A uzer haz baen active from two
devices at the same time. This user’s
account may be compromiced.

Impossible Travel

A user has logq.d in from two

locations, and the login times are too
choge v her for phwnbk ﬂtﬁ.nal
travel. This user's account may be
compromis

Login From Dormant Account

A user who has been inactive hor more
than 60 days recently qu-ged .
Anackers often target unused

sceounts: this sccount may be
compromiced.

OBJECTIVE

45

CONTROL DESCRIPTION

Unusual Access Time

A user has accested resources on your
network at an unusual time. This could
b & sign of account takeover or
malicious activity,

Unusual Access Location

A user has accessed resources on you
network trom a new or unusual
location. Thic could be a cign of
account takeower or malicious activity.

Unusual Ucer Agent

& uzer has scceszed web content using
& new of unusual browser, tool, or
device. Thiz could be a sign of sccount
takeover or malicious activity.

OBJECTIVE

45

CONTROL DESCRIPTION

Unusual Saml Token

A Security Assertion Markup Language

token with User ln.l‘.h-nh(.lllr.m m
of 16457 has been detected. Thiz iz a
potential indicator of a forged SAML
token.

Unusual Login Activity

Unusual Access Behavior

Possible SAML Token Forgery
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OBJECTIVE -
45 Active Directory Privilege Escalation

CONTROL DESCRIPTION THREAT SCORE & HISTORY ALERT COUNT & HISTORY COMPLIANCE & TIME

Batch Privilege Modification
An unusual volume of active directory 45 45 o 6 Days
privilege changes hat been detected. - I 1|
Suspicious Modification Of
Group Privileges
‘ 45
An active directory group has been 50 6 Days
given unusual or nisky credentials.
Active Directory Admin
Creation
An active directory account with 45 46 0 6 Days
domain, enterprice, or schema m

privileges hac been created.

45) active
Active Directory Configuration Changes m

CONTROL DESCRIFTION THREAT SCORE & HISTORY ALERT COUNT & HISTORY COMPLIANCE & TIME

Account Authentication

Changes

Changes have been made to the 45 5 O e 6 Days
protocol your active directory system

uzes to authenticate users.

New Domain Trust
A e crust relationship has been ‘ 45 46 Q 6 Days
your network.

Adfs Trust Modification
A new trust lelatlaﬂshlp has been 45 45 o 6 Days
added to your ADF' I

OBJECTIVE
60 Unusual Active Directory Activity

CONTROL DESCRIPTION THREAT SCORE ALERT COUNT COMPLIANCE

s s e et 1 l]]]]]]]]]]]]j
Dectect when Active Directory Servers are |
communicating Improperly with the outside 60 0 I l I I I I I I I I I I I ! 9 0 Days

world on ports other than 53, 80 or 443
Thieat Score Compliance Threthald: 50 Alert Count Comphance Threihold: 0
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OBJECTIVE -
45 Unusual Email Activity

CONTROL DESCRIPTION THREAT SCORE & HISTORY ALERT COUNT & HISTORY COMPLIANCE & TIME

Unusual Email Volume

A wrwtual volume of

e & 47 @ 6 Days
from a compromised account. l

Unusual Email Activity Time
s topdion itz (45 46 @ soays
acoount may be compromized.

Suspicious Email Attachment
Type

An email antachment with an
suspicious hile type has been detected.
Thiz may be attack behavior from a
compromised account,

50 6 Days

(=)

Unusual Email Attachment
ize

An email attachment with an unucual
size has been detected. This may
indicate attack behavior from a
compromised account.

50 6 Days

Suspicious Application Email
Accese

An application with email access
credentials has executed sutpicious
searches, sent a high volume of email,
of tet up Rew inbox rubes.

6 Days

(=)

49
f

Poszible Phizhing
A user accessed their email
Sataty bak

) J ore W g to
resolve the address of a suspicious
gite. They may have clicked on a

46 6 Days

| | o |

OBJECTIVE
45 Possible Exfiltration Over Email

CONTROL DESCRIPTION THREAT SCORE & HISTORY ALERT COUNT & HISTORY COMPLIANCE & TIME

Suspicious Email Forwarding

Rules
tous oo 45 50 Q 6 Days
S email torw. rules h.
b-f-‘dﬂ-:ud.lnu;h-mqu y
exfiltrating files over email.

High Email Volume To External

Address

An unusual volume of email to an 45

external sddrecs hac been detected. 5 0 Q 6 Days
An attacker may be exfiltrating files =

over email.

Suzpicious Email Attachment
Type

it st (32 50 @D oo
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OBJECTIVE — -
45 Possible Exfiltration By Internal Actor (@

CONTROL DESCRIPTION THREAT SCORE & HISTORY ALERT COUNT & HISTORY COMPLIANCE & TIME

Ancnymous File Activity
Mmo&n‘rym uszer iz acceszing or 65 46 _ 0 6 Days
Unusual Rate Of File Activity

S endSiewian (45

1]
detected. This may indicate file 46 6 DO)‘S
encryption by ransomware or file

exfiltration.

Internal Files Made Public

tatemal fles have been made availatle | 45 49 o 6 Days
to anyone on the internet.

ll\lemal1 ]Files Shared

Externally (

Internal files have been shared with an 45 45 I Q 6 Days
external user,

Unusual File Permissions

Modification

:.."‘..f..';:l romber of Blos snd foldern. ( 45 46 Q 6 Days
may be & comrwu-d user

lﬁm u ﬁie exfikration by an =

int

Unusual File Download

A uzer has downloaded an unusual

number of Blec. Thiz may be & ‘45 45 II I I a SDays
compromised account or file

exfiltration by an internal user.
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